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1
Decision/action requested

It is proposed to endorse the content of this document.
2
Reference
N/A
3
Rationale

This discussion paper provides some reasons to protect RR message using EPS security context share between the UE and the MME instead of a mapped 5G security context when the UE doesn’t have a native 5G security context.
4
Detailed proposal
In current specification, there is an Editor’s Note captured that “it is FFS whether integrity protection of the RR message in the text below would be required and if yes done using the mapped contex”. To solve this EN, the following two issues need to be addressed:
1. Whether the protection is needed?

2. If yes, whether the usage of mapped context is appropriate?

In current spesification, the TAU request message is integrity protected using 5G NAS security context during idle mobility from 5GS to EPS. In other word, the message sent by the UE is protected in E-UTRAN. Similarly, the Registration Request message in 5G-RAN should also be protected.
Observation 1: TAU request message is integrity protected in E-UTRAN during idle mobility from 5GS to EPS.
Observation 2: 5G shall achieve at least the same security level as 4G does.

Proposal 1: Registration Request message should also be protected in 5G-RAN during idle mobility from EPS to 5GS.
Currently potential solution proposes to protect the Registration Request message using a mapped 5G context, but it could be problematic for several reasons. First, to protect the RR message, the UE need to derive the NAS integrity key first, and then the UE need to know the ordered list of algorithms on the target AMF since algorithm identity needs to be used to derive the 5G NAS integrity key, but the UE cannot know this information before hand. Second, assuming a default algorithm is set and informed to the UE in advance, another new 5G NAS integrity key may need to be generated if the default algorithm doesn’t have the highest priority according to the ordered list on the target AMF. Lastly, assuming the default algorithm has the highest priority, the mapped 5G security context is useless if the mobility fails. Therefore, as a matter of principle, the UE should only generate a new security context for the target system after the mobility succeeds.
Observation 3: It is problematic which algorithm shall be used for the UE to derive the 5G NAS integrity key.

Observation 4: Another 5G NAS integrity key derivation may be needed if the algorithm used by the UE doesn’t have the highest priority of the target AMF.

Observation 5:The mapped 5G security context may be useless if the mobility fails.
Taking the above into consideration, the current EPS security context should be used to protected the RR message during idle mobiltiy from EPS to 5GS which has the following benefits. First, the UE doesn’t have to map a 5G security context. Second, the AMF can directly use the security context received from the MME to verfiy the RR message. Third, no redundant derivation by the UE is performed even if the mobility fails. Fourth, the AMF is required to generate a mapped 5G security context for one time.
Proposal 2: EPS security context should be used to protected the RR message.
5
Conclusion
The following observations have been made:

Observation 1: TAU request message is integrity protected in E-UTRAN during idle mobility from 5GS to EPS.

Observation 2: 5G shall achieve at least the same security level as 4G does.
Observation 3: It is problematic which algorithm shall be used for the UE to derive the 5G NAS integrity key.

Observation 4: Another 5G NAS integrity key derivation may be needed if the algorithm used by the UE doesn’t have the highest priority of the target AMF.

Observation 5:The mapped 5G security context may be useless if the mobility fails.
The following agreements should be reached:
Proposal 1: Registration Request message should also be protected in 5G-RAN during idle mobility from EPS to 5GS. 
Proposal 2: EPS security context should be used to protected the RR message.
